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Motivations & History

Legacy systems used in European missions (e.g. SCOS2000, OC, CGS)
A maintenance increasingly difficult, becoming uneconomic, unfeasible
A flexibility & performance not enough for new missions

A installation & upgrade processes very onerous

Context:
A Adopting completely new model requires familiarization by end users

A Terma too small to set or impose industry-wide standards

Decision: fully new implementation of compatible products, using SCOS2000 MIB data model

A TSC = single user : Instruments, Payloads & SCOE AIT
A CCS5 = multiuser : Satellite level AIT and Operations

Technologies: Qt, OML, Tcl/Tk, JavaScript, NATS
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Satellite Checkout & Operations
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Easy to Install & Set Up

= -

....................
--------

7 Rd Hat

Configure

| T

Windows

Welcome to the Setup Wizard for |
CCS 1.0.15535

ccs

Immediate downloads for:

A Windows 64-bit (.exe)

A Linux 64-bit (.rpm)

A docker pull ccs5 <tag>

Install or Upgrade in Minutes
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Configuring CCS

Simple Ul for configuration choices (protocol s,

Configure CCS 1.0.31782

Client D (1-15): 1|
€CS Server Host:  [1to5501 Archive Database Server: It05501 Archive Directory: [C:/CCS/VARIABLE/RESULTS
Data Base: ! PostgresQL ySQL _Port: [3306 | User Name: |ccsuser | Password: [+t

EGSE Protocol: ./ EDEN ' C&C 'JUDP ') NATS 'ZMQ ') CAN ' SeifTest ' No Protocol

Activate: |_| Redundancy... || Web Service... |_| Constellation...

‘ C:/CCS/VARIABLE/RESULTS ~—  Choose.. Normalize

Test DB Connection...

] SvFMode || |

MCS Protocol: | ) uNIS/SLE ' CORTEX ' NDIULITE () EDEN ) KSAT SWIM ! NATS (s SelfTest (' No Protocol rivers |#| Use GSFE  Default Driver Name: |defaultDriver

Project Settings: |¥| Use Built-in MIB Database _ | Early AIT |_| Save to Global Settings Services: | AutoPilot ¥| TCO ¥| DYNHK (PUS3.) v| OBQM (PUS 11 |v| CFDP

|A.ooP’otD9fs.|Gm.:|tIEEI' | ™™ () json 3 coor

User Roles

Typical Role Sets:  '*) EGSE ) MCS
\v| Configure

My Default Role: ) Developer '*' Operator ') Conductor ) Observer _) Guest

License Key: |3e9f0c15750324e8a37b6f329ac66chObcbbob45 | Expiry Date (YYYY-MM-DD): 202 or  Request Temporary License

Configure Cancel
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Standards Support

Fully-functional TMTC

AFoll ows & enhances features specified in SCO0S2000
A ECSS PUS-A and PUS-C (note - PUS not mandatory!)

A CCSDS TMTC Packets & CFDP

A CCSDS TM Frames & TC CLTU, COP1

A ESA & CCSDS Authentication & Encryption

A CubeSat Space Protocol vl & v2 (CSP)

Flexible configuration options,e.g.PUS & CCSDS options, time formaté

Enhanced features, e.q.:

A Unlimited MIB field lengths

A Global support for Variable Packets and Parameters

A Deduced parameters in both TM and TC

A Fully configurable length indicators for variable-length parameters
A Different endianity support

A Automatic time stamps in TC headers

A Different synthetic (derived parameter) languages
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External Interfaces

Configurable EGSE packet level plugins (e.g.):

A EDEN Protocol

A C&C Protocol

ASerial, CAN, ZMQ, NATS, &

Protocol control & status available directly from TOPE

One EGSE protocol must be selected, they cannot be mixed in the same program

Configurable MCS frame level protocols (e.g.):

A NIS (+ optional SLE)

A Cortex

A NDIU LITE

A KSAT LITE

Low level access (e.g COP1 status) available directly from TOPE
Any combination of MCS protocols can be selected

© The Terma Group 2022 13 March 2024 8



Mixed Interface Protocols
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EGSE and MCS protocols can be combined
A Allows interfacing to satellite onboard computer at frame level using a modem,

A At the same time, checkout interfaces at packet level using an EGSE protocol
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Example GSFE Configuration

@u tope::processtmframe <frame:
TmTcFe
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TC Connecred

Active
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A Driver instances can be connected & disconnected as desired

A Protocol drivers are scripted (TOPE), so a new protocol can be implemented very quickly
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Perfor

.

mance

-

Needed for é

High-rate interfaces used in EGSE (e.g. SpaceWire)
X-band & Ku-band RF data rates & enabled applications (e.g. CFDP)
Floods of errors during checkout (e.g. massive MIB errors)

Large constellations
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Maximum Performance

TM Parameters ~ 150,000 update/s With dependencies
~ 50,000 changes/s Archived parameter changes
TM Packets ~ 1500/s
Bandwidth ~ 5 Mbit/s Monitored housekeeping
~ 80 Mbit/s Unmonitored, e.g. large science packets
Telecommands ~ 500/s TSC, with verification
~100/s CCS, with verification

Legacy systems
A Struggle to meet current performance requirements, especially in checkout & AIT
A Expensive to maintain or upgrade

© The Terma Group 2022 13 March 2024 12



User Interfaces

Flexible displays

A Standard desktop table & tree views
A Custom TOPE Tcl/Tk user interfaces
A Alphanumeric * Mimic Displays

A Custom QML Displays

A Track

13 March 2024
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Default User Interface

TC Browser Ba
Name Raw Eng APID T ST lInfo ~
> XLT_UPAB 16 190 13 XLDT UplinkAbort
> XLT_UPFIL 16 190 9 XLDT Uplink First
> XLT_UPIN 16 190 10 XLDT Uplink Intermediate
> XLT_UPLA 16 190 11 XLDT Uplink Last
> €CS5 Builtin
> Deduced Parameter Test
> Example Subsystem
> SDLS Extended Security Procedure PDU's
v o Test full range of TC parameter types

» Tev_Ti97 0 0 0 TestPTC-197
v TCV_T198 0 0 0 TestPTC-198
> Flags Transmission verification flags
Header NOHEADER
v value Set
TCV_198_1 Type 19811
TCV_198_2 Type 19812
TCV_198_3 Type 19873
TOV_198_4 Type 19814
TCV_198_16 Type 19816
» Tev_T2 0 0 0 TestPTC12
> TCV_T3 0 0 0 TestPTC3
> TCV_T4 0 0 0TestPTC4
» TCV_Tsa 0 0 0TestPTCH
monsy > TCV_Tsb 0 0 0TestPTCH v
VIC) ate E — @ & [JCase Sensitive [ Use as Filter [ More Filters_ @
E_avg ‘ faWValye engy: Fit Updai _ EI_\_ bog
alue e
USERCoN, 64 1803315245 Nov, unit & snow SearchyEijgg, Oa x VenualStack - o x
.
USERcy 222 AL deser generay - Update (7] [PEDB @0 ¢ X 4 % APDAPSHACE Obypass  [Aue b €| Manua: [ |Am GO testStackstc @
> ON1 “NG vaL« VICE Sirihete IoNTimg receiveqr, ] Name C M wep RED 2 2 B sso Ak ssiD Release Time Execution Ti Description
Ime ~
$SCp M 202 1-05.01 CEV._2.3 6 [ 0 55 tribute CPDU Cmds
5000 *NO vag» Ubc i 2021'05'0171 CEV_TST1 m] 9 A3AR IMHEDIATE M for TC Verification
SSCD 39 197&01_01 . CEV_TST2 ] 0 ASAP IMMEDIATE Cmd for TC Verification
2000 "NO vag + upc o 1970_01‘0”0 CEV_TST4 O 0 ASAP IMHEDIATE Cmdfor TC Verification
$8Co 10 1970.01_01 CEV_TST3 [m] 0 ASAP IMMEDIATE ©md for TC Verification
2000 *NQ VAL Ssc PACKET o 19?0'01‘0'”0 CEV_TSTS [m] 0 ASAP IMMEDIATE Cmd for TC Verification
$5C0100p 12 202 1:05-0174 CEV_TSTS m] 0 ASAP IMMEDIATE CVS_UNCERTAINTY TG Verific
"NO v+ Ss¢ PACKET 5 2021 -05-0174 CEV_TST? O 0 ASAP IMMEDIATE TC with CEV short Timeout
80011 101 02 1'05"01T1 CEV_TSTO [m] 0 ASAP IUMEDIATE TC with CEVvia SCOE1
< ‘ 22 *NO VAL* Ssc PACKET 2021 . . 2021'05.01“ ACC_CRIT uD 0 ASAP IMNEDIATE Critical Command
— 5 . -05-017¢
. NO va » ss¢ PACKET p— 2021-050171
050174 ‘
SYNTHETIC o 2021059474
-05-0111
— — 2021.05,0
. —_— m
'PreVlous N C
ext e —— >
L Case ensine [T —
Se ag Filter Show. [JTree [ Text &' StackID: 5110 TCI

TSC & CCS console user interfaces, written in Qt/C++

A Detailed views of TM / TC packets & parameters, guided TC population
A View TOPE sequence status, enter manual TOPE commands

A Support for drag, drop, copy, paste

The Terma




Default User Interface (continued)

L =
-

A | ¢

. User l“teﬁace

T
st Console Window

User can develop custom user interfaces in TOPE (Tcl/Tk)

A Comprehensive, indexed, context-sensitive online help
A Custom theme (colours & widget styling) can be applied instantly to all windows

© The Terma Group 2022
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Alphanumeric Displays
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ateaiih Proeess

Alphanumeric display is a simple tabular view of TM parameter values and states

ATabul ar

Vi

e ws

& dashboar ds

of

di

fferent widget s,

A Fluid animation, touch enabled (written in user-visible QML, can be customised by end user)

A Allows dynamic creation of new displays, or adding parameters to existing ones (drag & drop, or one by one)

A Includes groups, graphs, custom QML & mimic displays

© The Terma Group 2022
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Mimic Displays

Qmiviewer o x|

Lamp ® N/demosateliite.qmi . . . .

name A01002

y 20

Qmiviewer

Ble  Edit files//C. [rac.w

Simple MIMIC (schematic displays)

A Set background image or SVG vector graphic (e.g. from Visio or Inkscape) and position animated objects over it
A Double-click or drag & drop to add TM parameters

A Add links (to other pictures), buttons for TC stacks and Sequences

A Animate in AND viewer, PAR history & AP display (also possible to embed Mimics in custom QML displays)

13 March 2024
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CS5 A
CCss AutoPilot Vie, €r

AutoPilot (AP) Fleet Viewer

Satellites: 9

5.92137e+06

Gro.und Stations (3)

g
. 'Et Equxpe t ( 2)
' def r '
» aultmve

Independent of CCS5, relies only on dynamic information from AutoPilot via publish/subscribe messages

A Provides overviews for single-satellite or constellations, checkout (AIT) or flight (OPS), fleet may be diverse satellites
A Provides sorting & filters for satellites, e.g. in alarm or with action pending in next time period

A Focus on single satellite: browse mimics, alarm TM, default TM, or specific groups & displays

A Allow operator to perform simple high-level, tested, permitted actions i run TC stacks or automation sequences

13 March 2024
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Custom QML Displays

N/

e

fife
710
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Allows development of advanced user interfaces (e.g. inspired by sci-fi movies)
A Requires QML scripting, note: results depend on effort invested!
A System provides QML modules to access TMTC data

A Show in TSC/CCS console, or in a separate application

© The Terma Group 2022
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CCS5 & TSC are part of TGSS suite of products

Covers full range of satellite testing, operation & simulation applications

See support site: https://tgss.terma.com

The next slides cover the products typically used with CCS5
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TRACK: Orbit Visualisation

TE!?!ﬂ!Y"

Svalbarg
Fomny

Svalbard

Presentation of orbit in 3D with call-outs for satellite & data links status, forthcoming events
A Accepts live TM updates from CCS/TSC as well as replay from files

A Orbit event (AOS/LOS at ground station, eclipses) & swath visualisation

A View single satellite or complete fleet, in various projection

© The Terma Group 2022 13 March 2024



PLAN: Mission Planning & Scheduling

ustomer M M a—
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| | \ |
| e \ |
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| | | |
| | | |
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Accept 12 ’T&( -
0000 v ?\
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42,
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>
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S f TR o

Generic automated search for acceptable schedules

Arbitrary resource definition
Visualisation of schedules in dedicated timeline viewer
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STAT: Long-term Archiving & Visualisation

Auto Session ID
piot "> MATS y
XN (loga®@ © respective owners)

M= Python

- ¥ STAT

CCS5 ARC | v v .

PostGreSQL/ — | J ol
MySQL

PostGreSQL + TimeScaleDB m

Optimised automated transfer of CCS5 TM parameters & events
Long term (compressed) archive for efficient retrieval

Variety of retrieval tools for analysis & visualisation

Interfaces to other TGSS products

© The Terma Group 2022
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Constellation & Fleet Support

Issues considered:

Support for multiple spacecraft in one host
Fleet may be homogeneous (identical, similar), or all different
Ul design for managing large fleets

Avoid complex IT setup, preserve easy installation & configuration

© The Terma Group 2022
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CCS5 AutoPilot

PLAN m————— — — — — — — — — — — — — — SQLinseft — — — — — — — — — — — — — — — — —
— =SQL query/update
NATS I[ QL queryiup
—_— I
Fleet View inge st |
| CCS Console
schedule, | (TSC or CcsServer) \
Q | Y
Y e b
detail .
NATS /
<)I" _____ A AUtoPilot Session Archive
Fleet View
- f Ingested files,
status status @ e.g. SW patch
. Y
da cal N0 Ll b bl
—
NATS stack

N benchName = (e.g.) SAT00Q

AutoPilot supports secure remote monitoring & control, automation & scheduling

A Single-satellite and constellation compatible, checkout or operations

A Simplified API via publish/subscribe messages (NATS) containing JSON or CBOR

Alnterface is used by other Terma applications, e.g. AP viewer, TR,
A AutoPilot schedules planned activities and executes them, reporting the result
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Constellation Configuration

& utopedd - ConfigureCes - O pe

Configure CCS _ SYNOPTER_VERSION__

Client ID (1-15): ’17
r Archive Database Server: 1105501 Archive Directory: |Ci/CCS/VARIABLE/RESULTS C:/CCS/VARIABLE/RESULTS ~  Choose...

) uNIS/SLE ' CORTEX '} NDIU LITE 2 2 *) Seff Test ) No Protocol [v| Use GSFE  Defaul

lv|TCO v/ DYNHK (PUS 30 v 0BaM (PUS 1100 v CFDP

3e910c15750324eBa37b61329ach6chIbchbIb45 | Expiry Date (YYYY-MM-DD):  |2024-03-18 | or

Configure

A Preserves speed & simplicity of installation:

Install, configure, click constellation option, start

Configure S/C name, and base, and number desired

Configure up to 9999 (maximum per VM host if deployed natively = 64, cloud = unlimited)
No TCP/IP ports (only NATS) simple host & license setup

To To Io Do
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Constellation Deploymenti Nat i ve VMOSs

Cluster of VMO6s used for | arge constellations

Minimizes: CPU / Memory of a single server

A Keeps platform costs under control
Minimizes: IT, installation and setup complexity

A Keeps IT and engineering costs under control
Maximizes: flexibility

A Constellation lifetime may be for decades; it will evolve

© The Terma Group 2022 13 March 2024 27



Large Constellation Example

Track/ FleetView X Noperator
T eetView X Nop B
o - - -
4”@ Qﬁa (Iong term)

777“
< torio: W, S& N7 o W SE
B5) B By %g) | B9 O O e B0y,
Y e A E A
| ™M |

& ¢

nam%&&&&&&m\&&%% D

ez By B B D B D B D B D BNH B ® S
s By B B D D B BB B/ B B B

gy BB B DD DB D ® BB
s B B D DD DD DD DD DD DD

Arbitrary number of S/C per VM, arbitrary number of operator WS
For small S/C, moderate TM/TC rates, consider e.g: 1GB RAM, 1 vCPU per S/C
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Cloud Deployment

‘ H ‘ CCS5 Ul + TRACK X N |:||:|
[ Ll

| J |
' P
@*5’ N
Publi¢ / On Prem '..- £3= pod \
Cloud
[ 1]
Access Kubernetes
Control PLAN Services ORBIT

naTs £F LF L

SCOOOTSCOOOOOOOOOOOOOOO"TSCOOOOO

'Tsc o o O«,szc

GS (& extemal CRYPTO if apmicaﬁ fe)

N :
@OOO@OOO@OOO@
Gs1 GS? GS3 Gs4
S SR Y T VRN U V- R R
B DD DDDDNDRDBRDRDBRDBD L DR DR BB
S0 5 Y0 Y N NI VLN U S U U VA U SR VS VR YR Y S-S Y
e D DDDDDNDDBRIDDDTBRBRD . VBB B DS
D DD DD DNDDVBRDDNDDBRDD L DR BB

Arbitrary number of S/C, no implicit link to VM, arbitrary number of operator WS
Kubernetes, allows health monitoring, automated migration, restart & load balancing

Suitable for public & on-premises cloud deployment, 3 party tool manifests derived from standard Helm charts
Docker container repository available to licensed customers

Integrations with 3'd-party ground network providers

© The Terma Group 2022
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Automation (TOPE)

TOPE : Test & Operations Procedure Executive

Based on Tcl/TK i graphical MMI, numerous plugins
Expressive, robust, good performance, true multi-threading, easy to learn, well-documented

Support tools: debugger, syntax checker

CL2Rare 5 N i S
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TOPE Detailed Features

Syntax and basic commands derived from SCOS2000 TOPE
A Send TC, fetch & subscribe to TM parameters & packets, ¢
A Start & control status of TOPE sequences
A Shared variables

Numerous enhancements, e.g.:

A Full control of starting & stopping sessions

A Direct access to all properties of archived objects (packets, events)
A TM packet simulation

A TC subscription, modelling

A Detailed control of COP1

A Local packet extraction

A Full access to frame-level coding & decoding

Note: main difference when migrating from SCOS2000 TOPE is increased speed

© The Terma Group 2022 13 March 2024 31



TOPE in CCS

Global status of all sequences in the whole system

A Sequences can be manipulated
e.g. suspended, resumed, restarted 1 if permissions allow it

A Actions distributed, including responding to prompts

S TSHIST [1£02790] 2019_10_04T18_27_50_aba_02790_SIM - O *
OB wm {37 2019-10-04T18:28:06.657 = | GO wa < « W 11 M » » ,,- @
D FID & D Wis Script State Start Time Update Time Message
7 2 L CCSs-5 OBQM.tcl RUNMING 2019-10-04T18:28:06.657 2019-10-04718:28:06.657
G 2 CCs-8 AutoPilot.tcl RUMMING 2019-10-04T158:28:05.621 2019-10-04T18:28:05.621
5 el CCs-5 DYMNHK tcl SUSPENDED 2019-10-04T18:25:04.607 2019-10-04T18:28:02.838
4 2 CC3-5 GSFE.tcl RUNMING 2019-10-04T158:28:03.499 2019-10-04T158:28:03.499
3 0 CC3-5 REMOTE_COMMAND RUNMING 2019-10-04T18:27:59.019 2019-10-04T18:27:59.019
1 MANUAL_COMMAND RUNMING §2EI1EI—1EI—EI4T [ Copycell
3 0 1102790 REMOTE_COMMAMND RUMMING 2019-10-04T- 42 553
2 0 1t02790 launchPad.tcl RUNNING 2019-10-04T7 & Suspend -42.499
1 0 102790 MANUAL_COMMAND PROMPTING 2019-10-04T° » Resume :31.427 hello
Terminate
vy Restart
+« Enable debug logging
| Openlogfile
Open syslog file
Show: [ Filters [] Settings
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TOPE Debugger

Visual debugger for TOPE
A Set breakpoints
A Examine & set variables

& TdlPro Debugger: Terma - O X
File Edit View Debug Window Help
LAY IS { A
Stack Frames | Variable I\u‘alue
0 global argc 0 ~
0 debugger eval argv
argvo C:/5¥N/TestPacks/_COMMCN/COMMONSEQ/Telecomman. . .
auto_index [
auto_indexarglist [
auto_path {C:/Program Files/CCS5/tcl/lib/tcl8.6} {C:/Pro...
env [
errorCode NONE v
= S SR PO
1 % 3 ~
2 # File: 5Id: TelecommandRanges.tcl 2449%% 2019-04-08 16:25:34Z aba 5
3%
4 # Description: Verifies limit (range) checking of arguments to Telecommands
5 #
€ # Last edited by: Shuthor: aba £ on $Date: 2015-04-08 18:28:34 40200 (Mon, 08 Apr 201%) 5.
T # (c) Terma 2013 - All rights Reserved
8 #
N i iiiiisdtasassiaidasanagaz i it ettt at i it i izl
= 10 bamespace import TOOLS: |
—— 11 namespace import AUTOTEST::*
12 # automatically set the revision. do not edit this
-— 13 setrevision {5Id: TelecommandRanges.tcl 2449% 2019-04-08 16:28:34Z aba £}
14
@® 15 testHeader TelecommandRanges
1l&
17 # connection is not, in fact, needed
== & connectForSelfTest
13
20 # wWe want to sSee any errors without suspending
—— 21 suspendonerror 0
22
23 F FRRRRARRRRRARAIIAINAIINAIAINIAINIIIIIITIININATININAIIIIINANAIIRR AN IR v
| code: oK Result:
|stnpped ‘|—| TelecommandRanges.tcl : 10
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Archive Access & Retrieval

Different ways to access the CCS archive

A CCS history browsers

A Retrieval from TOPE scripts
A Retrieval tools
A

Backup and restore tools
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Archive Technical Details

Indexes stored in an RDBMS .
Choice of MySQL, Maria DB, PostgreSQL (o - 1sc uses soLiTe)
Enables searching for records using plain SQL
Easy to integrate with other systems & | anguages (PHP, Java, Pyt
TM parameters stored on change

Raw data stored in segmented binary files:
Header cont ai n sserialgeddagadorntat) e s 0 ( Qt
Body contains raw packet
Nanosecond time stamp resolution
Every TC stage recorded (detailed history of TC verification stage timing)

Li ve dat a dHeagBeatd edlatvaqqr &ims (via NATS message broker)
No Around robind distribution to client applications
Client applications can skip records if data arrives too fast
Raw file access benefits from OS file system optimization (buffer cache)
System relatively unaffected by addition of new clients
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CCS History Browsers

Open any session, live or not,

View live status or browse history (note CCS does not have to be running)
Packets (TM & TC) including parameter values & locations

Events

TOPE sequence live status & history

TM Parameters, using AND & graph display definitions

Information is derived from archive (... independent of mig)

To o Io Do To
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