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Software Tools for Spacecraft Monitoring

Single-User

SC

SCOE

Multi-User

ceS
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Unified Monitoring & Control
« data model...

« procedures...

+ displays...

* archives...

« protocols & data encoding...

« authentication & encryption...
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Motivations & History

Legacy systems used in European missions (e.g. SCOS2000, OC, CGS)
« maintenance increasingly difficult, becoming uneconomic, unfeasible
 flexibility & performance not enough for new missions

 installation & upgrade processes very onerous

Context:
« Adopting completely new model requires familiarization by end users
« Terma too small to set or impose industry-wide standards

Decision: fully new implementation of compatible products, using SCOS2000 MIB data model
« TSC =single user : Instruments, Payloads & SCOE AIT
« CCS5 = multiuser : Satellite level AIT and Operations

Technologies: Qt, OML, Tcl/Tk, JavaScript, NATS

© The Terma Group 2022 13 March 2024 &



Satellite Checkout & Operations
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Easy to Install & Set Up

m -

....................
--------

7 Rd Hat

Configure

| T

Windows

Welcome to the Setup Wizard for |
CCS 1.0.15535

ccs

Immediate downloads for:

*  Windows 64-bit (.exe)

* Linux 64-bit (.rpm)

* docker pull ccs5 <tag>

Install or Upgrade in Minutes

© The Terma Group 2022
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Configuring CCS

Simple Ul for configuration choices: (protocols, databases, file locations...)

Configure CCS 1.0.31782

Client ID (1-15): E

Activate: |_| Redundancy... || Web Service... |_| Constellation...

CCS Server Host: 105501 Archive Database Server:  |It05501 Archive Directory: ‘C:,’(CSNARIAE[UR[SU[TS

‘ C:/CCS/VARIABLE/RESULTS ~—  Choose.. Normalize

| Password; [

Data Base: ) PostgresQL o] ysQl Port: 3306 User Nam. [ccsuser

Test DB Connection...

EGSE Protocol: ./ EDEN ' C&C 'JUDP ') NATS 'ZMQ ') CAN ' SeifTest ' No Protocol

] SvFMode || |

MCS Protocol: ) uNIS/SLE ) CORTEX ' NDIUUTE ' EDEN ) KSAT ) SWIM ) NATS (¢ SelfTest ' No Protocol

|¥| Use GSFE  Default Driver Name: | defaultDriver

Project Settings: |¥| Use Built-in MIB Database _ | Early AIT |_| Save to Global Settings

Services:

Lv| AutoPilot

v/ TcO0  ¥| DYNHK (PUS30) [v| OBQM (PUS 11,0  |v| CFDP

|A.ooP’otD9fs.|Gm.:|tIEEI' | ™™ () json 3 coor

User Roles
'v| Configure

Typical Role Sets:  '*) EGSE ) MCS
My Default Role: ! Developer '+! Operator ! Conductor ) Observer '_! Guest

License Key: |3e9f0c15750324e8a37b6f329ac66cbbcbbob45 | Expiry Date (YYYY-MM-DD):  |2024-03-18 or  Request Temporary License

Configure

© The Terma Group 2022
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Standards Support

Fully-functional TMTC

* Follows & enhances features specified in SCOS2000 MIB (6.9+...7.2)
* ECSS PUS-Aand PUS-C (note - PUS not mandatory!)

« CCSDS TMTC Packets & CFDP

« CCSDS TM Frames & TC CLTU, COP1

« ESA & CCSDS Authentication & Encryption

* CubeSat Space Protocol vl & v2 (CSP)

Flexible configuration options, e.g. PUS & CCSDS options, time format...

Enhanced features, e.q.:

« Unlimited MIB field lengths

» Global support for Variable Packets and Parameters

« Deduced parameters in both TM and TC

» Fully configurable length indicators for variable-length parameters
» Different endianity support

* Automatic time stamps in TC headers

» Different synthetic (derived parameter) languages

© The Terma Group 2022
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External Interfaces

Configurable EGSE packet level plugins (e.g.):

« EDEN Protocol

« C&C Protocol

« Serial, CAN, ZMQ, NATS, ...

Protocol control & status available directly from TOPE

One EGSE protocol must be selected, they cannot be mixed in the same program

Configurable MCS frame level protocols (e.g.):

* NIS (+ optional SLE)

« Cortex

« NDIU LITE

« KSATLITE

Low level access (e.g COP1 status) available directly from TOPE
Any combination of MCS protocols can be selected

© The Terma Group 2022 13 March 2024 8



Mixed Interface Protocols

rf
@ ' o

Check Out Equipment Ground Station Network Simulator
| IFMGR |l GsFE | Results
procedures Archive
\/\

AR IR I

T
displays E> C C S 5 E> &:?
ARC
A
B (Results DB)

N—

=

EGSE and MCS protocols can be combined
+ Allows interfacing to satellite onboard computer at frame level using a modem,

» At the same time, checkout interfaces at packet level using an EGSE protocol

13 March 2024
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Example GSFE Configuration

Example GSFE Drivers

“:utope:processtmframe <frame:

TmTcFe

(NisDriver)

T Connected

:utope:updatecommand <UV stoge> <state.
TC Connecred

i

Active
sendCLTU <cltu-data>

Remotel

TM Connected
CortexDriver)

TC Connected

Active

Remote2
(NisDriver)

TM Connected

TC Connected

remote

Active

SatSim

(SpeciicDriver)

TM Connected

TC Connected
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3
4 Os

Reset Ay
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Reset

Retungn“ Ti &

0

Each external interface is a named instance, e.g. “Kiruna”, “Svalbard”, “Maspalomas” (any number)
» Protocol on each interface depends on configured driver class, e.g. “NisDriver”, “CortexDriver”, “NdiuDriver”

» Driver instances can be connected & disconnected as desired

» Protocol drivers are scripted (TOPE), so a new protocol can be implemented very quickly

© The Terma Group 2022
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Perfor

.

mance

-

Needed for...

High-rate interfaces used in EGSE (e.g. SpaceWire)

X-band & Ku-band RF data rates & enabled applications (e.g. CFDP)
Floods of errors during checkout (e.g. massive MIB errors)

Large constellations

© The Terma Group 2022 13 March 2024



Maximum Performance

TM Parameters ~ 150,000 update/s With dependencies
~ 50,000 changes/s Archived parameter changes
TM Packets ~ 1500/s
Bandwidth ~ 5 Mbit/s Monitored housekeeping
~ 80 Mbit/s Unmonitored, e.g. large science packets
Telecommands ~ 500/s TSC, with verification
~100/s CCS, with verification

Legacy systems
« Struggle to meet current performance requirements, especially in checkout & AIT
» EXpensive to maintain or upgrade

© The Terma Group 2022 13 March 2024 12



User Interfaces

Flexible displays

» Standard desktop table & tree views
* Custom TOPE Tcl/Tk user interfaces
» Alphanumeric * Mimic Displays

» Custom QML Displays

* Track

© The Terma Group 2022 13 March 2024



Default User Interface

TC Browser Ba

Name Raw Eng APID T ST lInfo ~
> XLT_UPAB 16 190 13 XLDT UplinkAbort
> XLT_UPFIL 16 190 9 XLDT Uplink First
> XLT_UPIN 16 190 10 XLDT Uplink Intermediate
> XLT_UPLA 16 190 11 XLDT Uplink Last
> €CS5 Builtin
> Deduced Parameter Test
> Example Subsystem
> SDLS Extended Security Procedure PDU's
v o Test full range of TC parameter types
» Tev_Ti97 0 0 0 TestPTC-197
v TCV_T198 0 0 0 TestPTC-198
> Flags Transmission verification flags
Header NOHEADER
v value Set
TCV_198_1 Type 19811
TCV_198_2 Type 19812
TCV_198_3 Type 19873
TOV_198_4 Type 19814
TCV_198_16 Type 19816
» Tev_T2 0 0 0 TestPTC12
> TCV_T3 0 0 0 TestPTC3
> TCV_T4 0 0 0TestPTC4
» TCV_Tsa 0 0 0TestPTCH
monsy > TCV_Tsb 0 0 0TestPTCH v
VIC) ate E — @ & [JCase Sensitive [ Use as Filter [ More Filters_ @
E_avg ‘ faWValye engy: Fit Updai _ EI_\_ bog
alue e
USERCoN, 64 1803315245 Nov, unit & snow SearchyEijgg, Oa x VenualStack - o x
.
USERcy 222 AL deser generay - Update (7] [PEDB @0 ¢ X 4 % APDAPSHACE Obypass  [Aue b €| Manua: [ |Am GO testStackstc @
> ON1 “NG vaL« VICE Sirihete IoNTimg receiveqr, ] Name C M wep RED 2 2 B sso Ak ssiD Release Time Execution Ti Description
Ime ~
$SCp M 202 1-05.01 CEV._2.3 6 [ 0 55 tribute CPDU Cmds
5000 *NO vag» Ubc i 2021'05'0171 CEV_TST1 m] 9 A3AR IMHEDIATE M for TC Verification
SSCD 39 197&01_01 . CEV_TST2 ] 0 ASAP IMMEDIATE Cmd for TC Verification
2000 "NO vag + upg o 1970'01‘0”0 CEV_TST4 m] 0 ASAP IMHEDIATE Cmdfor TC Verification
$8Co 10 1970.01_01 CEV_TST3 [m] 0 ASAP IMMEDIATE ©md for TC Verification
2000 “NO va » Ssc PACKET To 15]}'0.0101“1 CEV_TSTS [m] 0 ASAP IMMEDIATE ©md for TC Verification
S8Co1gg o 12 202 1:05-0174 CEV_TSTS m] 0 ASAP IMMEDIATE CVS_UNCERTAINTY TG Verific
"NO v+ Ss¢ PACKET 5 2021 -05-0174 CEV_TST? O 0 ASAP IMMEDIATE TC with CEV short Timeout
80011 101 02 1'05"01T1 CEV_TSTO [m] 0 ASAP IUMEDIATE TC with CEVvia SCOE1
< ‘ 032 *NO VAL* Ssc PACKET 2029 . ) 2021'05.01“ ACC_CRIT uD 0 ASAP IMMEDIATE Critical Command
— 5 . -05-017¢
. NO va » ss¢ PACKET p— 2021-050171
050174 ‘
SYNTHETIC o 2021059474
-05-0111
— — 2021.05,0
. — m
* Previgyg . C v
ext e —— >
a Casesms]ﬁ\,e Ovu —
Se ag Filter Show. [JTree [ Text &' StackID: 5110 TCI

TSC & CCS console user interfaces, written in Qt/C++

* Detailed views of TM / TC packets & parameters, guided TC population
* View TOPE sequence status, enter manual TOPE commands

* Support for drag, drop, copy, paste

The Terma




Default User Interface (continued)

—
-

A & ¢

2. User Interface

T
st Console Windoy,

User can develop custom user interfaces in TOPE (Tcl/Tk)
« Comprehensive, indexed, context-sensitive online help
» Custom theme (colours & widget styling) can be applied instantly to all windows

© The Terma Group 2022 13 March 2024



Alphanumeric Displays

......... -
Displays (14) Groups (101) Graphs (7) Quicks (8) Synoptics (23)  Choase o display from the DEF tabie ® @ &
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,,,,,,,,, - b0 x
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Alphanumeric display is a simple tabular view of TM parameter values and states

Par A05489
Par ADS490
Par A05491
Par A05492

A05493 Par AD5493
A05494 Par A05494

ADS495 Par AD5495
Aosa27 AD5496 Par ADS496
TR A05497 Par A05497
Inoso3: ADS498 Par AD5498
TOPFC AD5499 Par ADS499
A05500 Par AD5500
AD5501 Par AD5501
7o
Widget Nomal O Gauge O Scatle O Chat @ state O Tt O Empty O
ososs v Avooss o Avoes v Ausose o Aveonr Avwuss
shisads Prowec 4 Plgeies ol v Preercss - PrORC 4T PRgheriea
AO6011# 1,7 e e state OK raw 0 eng *NO VAL® “=* i

» Tabular views & dashboards of different widgets, graphs and mimics, N x N view, ...
* Fluid animation, touch enabled (written in user-visible QML, can be customised by end user)
» Allows dynamic creation of new displays, or adding parameters to existing ones (drag & drop, or one by one)

* Includes groups, graphs, custom QML & mimic displays

© The Terma Group 2022
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Mimic Displays

Qmiviewer o x|

Lamp. ® 1/demosatelite.qmi . . . .

name A01002

y 20

Qmiviewer

File Edit filey//C, [racu.y

Simple MIMIC (schematic displays)

» Set background image or SVG vector graphic (e.g. from Visio or Inkscape) and position animated objects over it
* Double-click or drag & drop to add TM parameters

* Add links (to other pictures), buttons for TC stacks and Sequences

* Animate in AND viewer, PAR history & AP display (also possible to embed Mimics in custom QML displays)

© The Terma Group 2022 13 March 2024



AutoPilot (AP) Fleet Viewer

CCss a
CCss AutoPilot Vie, €r

Satellites: 9

5.92137e+06

Gro.und Stations (3)

g
. 'Et Equxpe t ( 2)
' def r '
» aultmve

Independent of CCS5, relies only on dynamic information from AutoPilot via publish/subscribe messages

* Provides overviews for single-satellite or constellations, checkout (AIT) or flight (OPS), fleet may be diverse satellites
* Provides sorting & filters for satellites, e.g. in alarm or with action pending in next time period

* Focus on single satellite: browse mimics, alarm TM, default TM, or specific groups & displays

» Allow operator to perform simple high-level, tested, permitted actions — run TC stacks or automation sequences

13 March 2024
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Custom QML Displays

N/

e

fife
710
1ije

A i
]
/]

i

A fi

w|

Allows development of advanced user interfaces (e.g. inspired by sci-fi movies)
* Requires QML scripting, note: results depend on effort invested!
» System provides QML modules to access TMTC data

« Show in TSC/CCS console, or in a separate application

© The Terma Group 2022
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CCS5 & TSC are part of TGSS suite of products

Covers full range of satellite testing, operation & simulation applications

See support site: https://tgss.terma.com

The next slides cover the products typically used with CCS5

© The Terma Group 2022 13 March 2024


https://tgss.terma.com/

TRACK: Orbit Visualisation

TE!?!ﬂ!Y"

Svalbarg
P

Svalbard

Presentation of orbit in 3D with call-outs for satellite & data links status, forthcoming events
* Accepts live TM updates from CCS/TSC as well as replay from files

* Orbit event (AOS/LOS at ground station, eclipses) & swath visualisation

* View single satellite or complete fleet, in various projection

© The Terma Group 2022



PLAN: Mission Planning & Scheduling

TimeLine Viewer

e I
0000 L.' 2 T F

‘8‘)58'66' l;\"‘\'t g Onboardschedul M %
. Orbit posi — SL/N
& | w £
: XN
: E

Generic automated search for acceptable schedules
Arbitrary resource definition

Visualisation of schedules in dedicated timeline viewer

© The Terma Group 2022
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STAT: Long-term Archiving & Visualisation

Auto Session ID
piot > ¥
xN (logo’s © respective owners)

mre Python

MIB API ST AT init

CCS5 ARC | V V o

i rt STAT DB
PostGreSQL/ — | ﬂ
MySQL

PostGreSQL + TimeScaleDB

Optimised automated transfer of CCS5 TM parameters & events
Long term (compressed) archive for efficient retrieval

Variety of retrieval tools for analysis & visualisation

Interfaces to other TGSS products

© The Terma Group 2022
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Constellation & Fleet Support

Issues considered:

Support for multiple spacecraft in one host
Fleet may be homogeneous (identical, similar), or all different
Ul design for managing large fleets

Avoid complex IT setup, preserve easy installation & configuration

© The Terma Group 2022
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CCS5 AutoPilot

PIAN +——————— — — — — — — — — — — — — ~ sQlinsert— — — — — — — — — — — — — — — — — — 1

[— =SQL query/update— — — — — — — — —
NATS
| —
I
Fleet View ingest |
5 | CCS Console
schedule | (TSC or CesServer)
.‘ l TM Param==--.__
detail & L PCF_DARC <= level
NATS /.— s
<)I" ----- £ AutoPilot Session Archive
Fleet View - i ok
| Ingested files,
Q \ EE—
d! cll 0N L e
—_—>
NATS stack

\\\\ benchName = (e.g.) SATO001

AutoPilot supports secure remote monitoring & control, automation & scheduling

+ Single-satellite and constellation compatible, checkout or operations

» Simplified API via publish/subscribe messages (NATS) containing JSON or CBOR

* Interface is used by other Terma applications, e.g. AP viewer, TRACK, PLAN, ... API also available from Python
» AutoPilot schedules planned activities and executes them, reporting the result

© The Terma Group 2022 13 March 2024



Constellation Configuration

& utopedd - ConfigureCes - O pe

Configure CCS _ SYNOPTER_VERSION__

Client ID (1-15): ’17
r Archive Database Server: 1105501 Archive Directory: |Ci/CCS/VARIABLE/RESULTS C:/CCS/VARIABLE/RESULTS ~  Choose...

) uNIS/SLE ' CORTEX '} NDIU LITE 2 2 *) Seff Test ) No Protocol [v| Use GSFE  Defaul

lv|TCO v/ DYNHK (PUS 30 v 0BaM (PUS 1100 v CFDP

3e910c15750324eBa37b61329ach6chIbchbIb45 | Expiry Date (YYYY-MM-DD):  |2024-03-18 | or

Configure

» Preserves speed & simplicity of installation:

« Install, configure, click constellation option, start

» Configure S/C name, and base, and number desired

« Configure up to 9999 (maximum per VM host if deployed natively = 64, cloud = unlimited)
* No TCP/IP ports (only NATS) simple host & license setup

© The Terma Group 2022 13 March 2024



Constellation Deployment — Native VM’s

Cluster of VM'’s used for large constellations

Minimizes: CPU / Memory of a single server

« Keeps platform costs under control
Minimizes: IT, installation and setup complexity

« Keeps IT and engineering costs under control
Maximizes: flexibility

« Constellation lifetime may be for decades; it will evolve

© The Terma Group 2022 13 March 2024 27



Large Constellation Example

Track/FleetView x Ngperator ARC
< e RDBMS
i “ o o o ARC
ﬁ@ #Q a@ (Iong term)
T j

NATS PN N
<7 JL JL S5 vMm JL <L J5 um <5 <L <L <L JL UM,
v, W, W, Autopilot $< 1 S v v, 2 W, W, v, v v, n
e Tss @ @ e X N1 TSC @ @ e X NZ @ e XN TsC TsC TSC @ e X Nn TSD
[ S— [—1 [ S—
A A GSFE A A A
TMTC

».am%&&&&&&m\&&%% D

ez By B B D B D B D B D BNS B ® S
s By B B B D D BB D/ B DB

el BB B DD DB D S -N
e B B D DD DD DDDD DD DD

Arbitrary number of S/C per VM, arbitrary number of operator WS
For small S/C, moderate TM/TC rates, consider e.g: 1GB RAM, 1 vCPU per S/C

13 March 2024
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Cloud Deployment
I | e W
[ s L]

2 ~

Public// On Prem

Cloud

Access (? Kubernetes (?
Control PLAN Services ORBIT

- I e I o XX o

ScOOOTSCOOOOOOOOOOOOOOO’TSCOOOOO

“1c)o o ouTsc

GS (& extemal CRYPTO if applicable) Q feo)

N :
@OOO@OOO@OOO@
GS1 GSZ GS3 GS4
S 20 T 2070 T 5 T T NI NE UL -NEL WL - - NI L -SEE S MR N
i h DD DDDDRDRDNBRDRDDBDDND L BB DBBS
AR R R R R R EREERE R R R R T TR Y Y NG S
“h DDDDBDDNDDBIDDDIBRBRD . VBB BB
D D DDDDNDDDRDDNDNDBRDD L DR BB

Arbitrary number of S/C, no implicit link to VM, arbitrary number of operator WS
Kubernetes, allows health monitoring, automated migration, restart & load balancing

Suitable for public & on-premises cloud deployment, 3 party tool manifests derived from standard Helm charts
Docker container repository available to licensed customers

Integrations with 3'd-party ground network providers

© The Terma Group 2022
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Automation (TOPE)

TOPE : Test & Operations Procedure Executive

Based on Tcl/TK — graphical MMI, numerous plugins
Expressive, robust, good performance, true multi-threading, easy to learn, well-documented

Support tools: debugger, syntax checker

CL2Rare 5 N i S

© The Terma Group 2022 13 March 2024



TOPE Detailed Features

Syntax and basic commands derived from SCOS2000 TOPE
« Send TC, fetch & subscribe to TM parameters & packets, ...
« Start & control status of TOPE sequences
« Shared variables

Numerous enhancements, e.g.:

* Full control of starting & stopping sessions

» Direct access to all properties of archived objects (packets, events)
» TM packet simulation

« TC subscription, modelling

« Detailed control of COP1

» Local packet extraction

* Full access to frame-level coding & decoding

Note: main difference when migrating from SCOS2000 TOPE is increased speed

© The Terma Group 2022 13 March 2024 31



TOPE in CCS

Global status of all sequences in the whole system

» Sequences can be manipulated
e.g. suspended, resumed, restarted — if permissions allow it

« Actions distributed, including responding to prompts

S TSHIST [1£02790] 2019_10_04T18_27_50_aba_02790_SIM - O *
OB wm {37 2019-10-04T18:28:06.657 = | GO wa < « W 11 M » » ,,- @
D FID & D Wis Script State Start Time Update Time Message
7 2 L CCSs-5 OBQM.tcl RUNMING 2019-10-04T18:28:06.657 2019-10-04718:28:06.657
G 2 CCs-8 AutoPilot.tcl RUMMING 2019-10-04T158:28:05.621 2019-10-04T18:28:05.621
5 el CCs-5 DYMNHK tcl SUSPENDED 2019-10-04T18:25:04.607 2019-10-04T18:28:02.838
4 2 CC3-5 GSFE.tcl RUNMING 2019-10-04T158:28:03.499 2019-10-04T158:28:03.499
3 0 CC3-5 REMOTE_COMMAND RUNMING 2019-10-04T18:27:59.019 2019-10-04T18:27:59.019
1 MANUAL_COMMAND RUNMING §2EI1EI—1EI—EI4T [ Copycell
3 0 1102790 REMOTE_COMMAMND RUMMING 2019-10-04T- 42 553
2 0 1t02790 launchPad.tcl RUNNING 2019-10-04T7 & Suspend -42.499
1 0 102790 MANUAL_COMMAND PROMPTING 2019-10-04T° » Resume :31.427 hello
Terminate
vy Restart
+« Enable debug logging
| Openlogfile
Open syslog file
Show: [ Filters [] Settings

© The Terma Group 2022 13 March 2024



TOPE Debugger

Visual debugger for TOPE
» Set breakpoints
« Examine & set variables

& TdlPro Debugger: Terma - O X
File Edit View Debug Window Help
LAY IS { A
Stack Frames | Variable I\u‘alue
0 global argc 0 ~
0 debugger eval argv
argvo C:/5¥N/TestPacks/_COMMCN/COMMONSEQ/Telecomman. . .
auto_index [
auto_indexarglist [
auto_path {C:/Program Files/CCS5/tcl/lib/tcl8.6} {C:/Pro...
env [
errorCode NONE v
= S SR PO
1 % 3 ~
2 # File: 5Id: TelecommandRanges.tcl 2449%% 2019-04-08 16:25:34Z aba 5
3%
4 # Description: Verifies limit (range) checking of arguments to Telecommands
5 #
€ # Last edited by: Shuthor: aba £ on $Date: 2015-04-08 18:28:34 40200 (Mon, 08 Apr 201%) 5.
T # (c) Terma 2013 - All rights Reserved
8 #
N i iiiiisdtasassiaidasanagaz i it ettt at i it i izl
= 10 bamespace import TOOLS: |
—— 11 namespace import AUTOTEST::*
12 # automatically set the revision. do not edit this
-— 13 setrevision {5Id: TelecommandRanges.tcl 2449% 2019-04-08 16:28:34Z aba £}
14
@® 15 testHeader TelecommandRanges
1l&
17 # connection is not, in fact, needed
== & connectForSelfTest
13
20 # wWe want to sSee any errors without suspending
—— 21 suspendonerror 0
22
23 F FRRRRARRRRRARAIIAINAIINAIAINIAINIIIIIITIININATININAIIIIINANAIIRR AN IR v
| code: oK Result:
|stnpped ‘|—| TelecommandRanges.tcl : 10
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Archive Access & Retrieval

Different ways to access the CCS archive

CCS history browsers
Retrieval from TOPE scripts
Retrieval tools

Backup and restore tools

© The Terma Group 2022
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Archive Technical Details

Indexes stored in an RDBMS .
Choice of MySQL, Maria DB, PostgreSQL (o - 1sc uses soLiTe)
Enables searching for records using plain SQL
Easy to integrate with other systems & languages (PHP, Java, Python, ...)
TM parameters stored on change

Raw data stored in segmented binary files:
Header contains “properties” (Qt serialised data format)
Body contains raw packet
Nanosecond time stamp resolution
Every TC stage recorded (detailed history of TC verification stage timing)

Live data signaled via “HeartBeat” datagrams (via NATS message broker)
No “round robin” distribution to client applications
Client applications can skip records if data arrives too fast
Raw file access benefits from OS file system optimization (buffer cache)
System relatively unaffected by addition of new clients
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CCS History Browsers

Open any session, live or not,

View live status or browse hIStOTy (note CCS does not have to be running)

« Packets (TM & TC) including parameter values & locations

e Events

« TOPE sequence live status & history
 TM Parameters, using AND & graph display definitions
Information is derived from archive (... independent of mig)
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' |s
CCS5 Archive Retrieval Too
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CCS Archive Session Management

RAT : Results Archive Tool

— Manages backup & restore of CCS sessions
— Supports generation of session reports

— Actions can be automated from TOPE
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Special Features

Add flexibility for test & operation phases

Standard features mimic behaviour of ESA SC0OS2000

Additional features motivated by experience during AlT & customer requests

m
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Merging TMTC Databases

.
~
~
.
.~ \
.
. MibViewer - o X
.
.
DB '-~ I 2 Save Format mib  ~ | Source: ~ Show only: Source ~ [] Unresolved [] Duplicates [] Changed Search/Filter @
.
lier 551 Deliv: t -
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\\_____-/ o7 < >
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.
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EGSE supplier E(EE?H )
l’.
DROP!
:
g
,

MIB databases may come from different suppliers, arriving at different times, changing
* Need to merge from different sources (Platform, Payloads, Instruments, EGSE)

* Drop/load / continue (no need to restart)
* Online access / directly view MIB contents with documentation, search, filter & patch features

Clean separation of data from different sources
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SVF Mode

Rote varies or pouses!

Srart
Sty
Pouge
Regy e

e T

—.,.

Onboard
software

OBSW
MIB \ J

SVF (Software Validation Facility) often includes a simulator and onboard computer emulator
* The simulation time frame may vary (pause, resume, speed up, slow down)
* In SVF mode, TC verification timers and TOPE sequence timers vary with the simulated time

For Terma emulator (TEMU), see also: hitps://temu.terma.com
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TM Simulation

SYNOPTIC PICTURES |_—\
Front End, TSC SYNOPTIC PICTURES
Simulator,
HW Device
(e.g. MIL IFE) g O* A
[~ Data block
TOPE
SG!-ipt processtmpacket
EETi > TMPARO1 Scripts
| TMPARDZ2
= TMPARO3
. DB1 » TMPARO4
(interigs » TMPAROS
processtmpacket §
PUS hdr TM Packet g
k Plugin
(send TM)
TM packets can be simulated according to the MIB definition (inverts TM processing). This allows (for example) NJ

* Acquire data from a device or other source (e.g., orbit propagator) then publish it in the layout of the spacecraft (platform simulation)
* Generate SCOE telemetry (act as SCOE controller)

+ Test development and debugging (exercise displays, exercise TOPE scripts)
* Implement light spacecraft or subsystem simulations

© The Terma Group 2022
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Advanced TC Modelling & Cyclic TC

\&_ —// / x acs ™

Insert command into . < Model TC
Orbit Position Schedule N

To model a TC, activate verification for a TC, even if we did not send it

* Cyclic TC: completes when repeat count property reaches zero.

 Verification (re)opens according to model (e.g. based on orbit telemetry) in TOPE
» Optionally models verification of nested TC (commands within commands)
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Authentication & Encryption

——————————
- —. Security
/ / \ Association
Sender .@ SP
GMAPID = 5CID + VC + MAPID Authibicthe
Crypt Method
Key
TSI
- —r | ] i Seq#
Frame _P"'lrr.‘:n").-' Security Header : pad : SECL!I’ItV _I.{I:m:j C— * Seq Window
ookup Header | 15 | optinnal | optipnal | optipnal : - _:_ _T_rg |_|e_r_ II railer
L spr | v | Seq# : I:’;h Frame Data | signature i //|
—_— I""I"'TIL""L"]C" T e g
Security —‘
Association
SPI
GMAPID
Auth Method
Crypt Method
; Key
7. .......... * v
E— X Seqt

The system supports (built-in, in software)

+ CCSDS 355-0-B1 & 355-1-B1 extended procedures, authentication (CMAC, HMAC, GMAC, CBC-MAC) encryption (ECB, GCM, CCM)
* ESA PSS-04-151 hard knapsack authentication & “Sentinel1” enhancement using CMAC

+ Key management Ul’s.

» Adaptable to separate deployment (e.g. towards NIST FIPS-140 compliance)
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Test Coverage Reporting

Clsers/ang, =
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options

End customers (e.g. ESA) sometimes ask for test evidence, e.g. usage of MIB objects
+ Tests may involve a large number of sessions and large number of objects

+ Some sessions are formally significant, while many sessions are “scratch”

* Due to potential data size, selecting and merging has to be very efficient

« Different missions and companies have different report formats
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CCS Web Services

CCS
e more » RESTAPI | SESS

Server

Results

) STA RT.---:.- @ ﬂaaﬁe

Conductor

Allows remote clients to use a REST API to:

Start/stop sessions (& run automated tests)
Retrieve TM parameters

Allows increased automation (e.g. automated production line, automated operations)

© The Terma Group 2022
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COMPLEX USE CASES

ADVANCED APPLICATIONS FOR AIT



Instrument EGSE & Science Data Processing

| ¥
f

Typical configuration:

High-end workstation (e.g. 8 cores) running TSC
Electrical front-end equipment (e.g. Power + MIL 1553 + SpaceWire)
MATLAB used for graphing and visualization (mission customized)

TSC controls front ends & processes instrument TM & TC using instrument MIB
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Instrument EGSE & MATLAB Example 034 MATLAB: Quick Look (test image)
Catego,
E'an
¥ Plotstripe Show Sirpes
TN — A I********f*f ********** St O
/ ’ \\\ Front-End : Platiorm } - O Widoy, 0
! \ |
:'I Eurosim : 1/0 (Discrete, Thermal) |« » Instrument ] 16000 2226666"'i"
. (RTS) | Ty |
N | J1m e
S o } TRISPO00Gg :
Tm———= | TRISPO000g P
} 1 12000 2::::‘;” 4
TSC » MIL-5TD-1553 » Icu i § TR'SPooog: :
| i o= ou
|
|
MATLAB |
SpaceWire =T = Detectors |
Inst t ‘
ns l::lr;en (SDP) i
Power }
—_—
L - L + { . { |
* Instrument Control Unit with MIL-1553 front-end for Housekeeping TM and TC

» Science data: typical up to 4 x SpaceWire interfaces, 8 x CCD source
* TOPE interfacing to Simulator (in this case, EuroSim)
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Payload EGSE & Platform Simulation
"X A N/

SN

/

Typical configuration:

Mission P/L and platform suppliers are different companies

P/L and platform each tested with the other absent, until payload delivered

A ' | R\ & BV
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Payload & Platform EGSE Example

TMTC Front End

MTC - T VAT C e 0BC

|
|
|
|
|
|
|
|
|
|
|
|
N .
1553
|
|
|
|
|
|
|
|
|
|
|

Payload o
| B _
_________________________ B
/ \
[ i
PT5 (P/L Front End) l.‘ shipment "
1/0 (Discrete, Thermal) € > Payload
L
TMTC [ MIL-STD-1553 P controlier
: RE < - PL
Payload
Platform MIB Power *

MIB

Platform uses CCS, payload uses TSC, configured with same EGSE protocol (e.g. EDEN, C&C)
« TM simulation capabilities allow platform to be simulated & platform TC to be sent to P/L
» Allows coordination of MIB contents & inter-site testing prior to shipment
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User Roles & Deployment

Issues considered:

User roles & privileges (protection & security)

Speed of deployment (quick, secure, configuration of different users)
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User Roles & Deployment Detalil

Login relies on operating system (password validation, file permissions)

Access to application features is based on role, e.g. “Operator”, “Guest”
« Capabilities define access to a feature e.g. “canSendTelecommand”
« Capabilities are configured on/off by role.

* Unless prevented, users can change role instantly

Default set of “typical” roles & capabilities is usually configured at installation
* New roles can be defined, or custom capabilities of an existing role
» Specific capability “canSwitchMode”; defines whether user can change to another role
* Role changes, if allowed, are applied instantly

“Global Settings” feature:
» Defines all roles and capabilities for all users, differentiated by group 1D
» Speeds up deployment & configuration for big systems
* Improves security (prevents users from configuring their own capabilities)

© The Terma Group 2022
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Quality & Testing

Highly automated maintenance processes

Daily build & automated test (functional and partial testing of user interface)
Daily build of documentation & online help
Continuous gathering of quality metrics, > 70% source coverage including partial Ul

Formal testing every ~3 months
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Legal, Licensing & Purchasing

System is Terma IPR

Uses small number of 3"9-party tools:

* Included in installation:
« Qt5 (commercial license)
« Tcl 8.6 (BSD license)
* NATS (Apache 2.0 license)
* SQLITE (Public domain) used by TSC

* Not included in installation, needed for CCS
« RDBMS (MySQL, Maria DB, PostgreSQL, AWS Aurora or other compatible)

License is perpetual:

« Warranty (e-mail support) 1 year included in license

« Subsequent years: 20% of license cost

« Support WIKI available to customers with active licenses
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